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Introducing the Copilot landscape 
Microsoft has gone all in on Copilot, a commitment that’s impossible to miss for anyone in 
the Microsoft ecosystem. 

Over the past two years, Copilot has rapidly expanded from a basic collaboration AI assistant 
into a broad family of tools spanning productivity, security, sales, development, analytics, 
and operating systems. For IT leaders, this pace has created a strange tension: enormous 
opportunity on one hand, and growing ambiguity on the other. 

Copilot isn’t a single product anymore, although it’s often spoken about as if it is. In practice, 
the term now covers multiple tools with different purposes, licensing models, audiences, and 
risk profiles. Confusion is compounded by frequent name changes and product 
repositioning, which make it difficult to understand what is genuinely new, what has evolved, 
and what is simply being rebranded. 

The result is confusion; not because organisations are behind, but because the landscape is 
moving quickly and not always clearly. 

Why the Copilot conversation feels so fragmented 
One of the reasons Copilot can feel hard to grasp is that Microsoft is using the brand to 
describe capability, not a single experience. 

In some contexts, Copilot is a conversational assistant embedded into familiar applications 
like Word, Excel, and Teams. In others, it is a behind the scenes reasoning engine supporting 
developers or security analysts. More recently, it has begun to represent autonomous agents 
that can take on multistep work with minimal human intervention. 

Each of these use cases is valid. The challenge for IT leaders is that they sit at very different 
points on the spectrum of: 

• Risk and control 
• Governance and oversight 
• Organisational readiness 

When all of this is wrapped in the same Copilot label, it becomes difficult to assess where to 
start, what to prioritise, and what to defer. 

Rebrands, renames, and rapid evolution 
The confusion has been exacerbated by Microsoft’s speed of iteration. 

Bing Chat has become Microsoft Copilot. Viva Sales is now Sales Copilot. New concepts such 
as Copilot Cowork and Agent 365 sit alongside existing tools like GitHub Copilot and 
Security Copilot, each with different licensing routes and deployment considerations. 

For organisations already navigating cloud transformation, security regulation, and data 
governance, the Copilot conversation can quickly feel overwhelming. This is especially true 
when questions about AI ethics, data protection, and user behaviour are layered on top. 
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What this guide is (and what it isn’t) 
This document is not intended to tell you which Copilot tools you should buy, nor does it 
assume that widespread Copilot adoption is automatically the right answer. Rather, it’s 
designed to provide clarity. 

By breaking down the different Copilot offerings, explaining what each one does, who it is 
for, and how it is licensed and governed, the aim is to help you: 

• understand the Copilot landscape as it exists today 
• separate genuine capability from branding noise 
• make informed, deliberate decisions about adoption 

Most importantly, this guide is written for IT and digital leaders, not for marketing audiences. 
It assumes a need for control, explanation, and alignment, not just innovation for 
innovation’s sake. It is intended to support clearer thinking and more confident decision-
making as you navigate the Copilot landscape. I hope you find it useful.  

            Richard Hutchings 
            Chief Technology Officer 
            Littlefish Group 
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Microsoft 365 Copilot:  the core AI assistant 
for modern work 
If there is one Copilot experience that sits at the centre of Microsoft’s AI strategy for 
organisations, it’s Microsoft 365 Copilot. This is the version most people think of first, and 
with good reason. It’s the Copilot designed to sit directly inside the tools knowledge workers 
already use every day: Word, Excel, PowerPoint, Outlook, Teams, OneNote, etc. 

Rather than introducing a separate application or workflow, M365 Copilot is embedded into 
the natural rhythm of work. It’s designed to support users as they write documents, analyse 
information, manage their inbox, participate in meetings, and collaborate with colleagues. In 
that sense, it represents Microsoft’s clearest attempt to turn AI into a day-to-day productivity 
companion, rather than a novelty or side tool. 

At its best, M365 Copilot feels less like a chatbot and more like an AI colleague – one that 
can help draft, summarise, analyse, and structure work, while remaining firmly within the 
boundaries of the Microsoft ecosystem. 

In practical terms, this might look like: 
• Asking Copilot in Word to draft a first version of a report based on a short prompt 

or outline 
• Requesting a summary of a long email thread in Outlook 
• Generating slides in PowerPoint using an existing document as a source 
• Summarising a Teams meeting for someone who could not attend 
• Analysing trends, variances, or anomalies in Excel data 

These actions are not separate from the applications themselves. Copilot appears as a side 
panel or integrated prompt experience within each app, responding in context to what the 
user is working on at that moment. 

This tight integration is one of the key reasons M365 Copilot is so powerful. It reduces the 
friction between asking for help and getting value, making AI feel like a natural extension of 
the tools people are already familiar with. 

The importance of organisational data 
What truly differentiates M365 Copilot from generic AI tools is its ability to reason over 
organisational data, rather than relying solely on public web information or user-supplied 
text. 

When permissions allow, Copilot can draw on: 
• Emails and calendar data 
• Documents and files 
• Teams chat and meeting transcripts 
• SharePoint sites and shared workspaces 
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This enables responses that are far more relevant and tailored to how organisations really 
work. For example, Copilot can summarise discussions from multiple meetings, pull context 
from previous documents, or identify actions buried across email threads and chats. 

Crucially, M365 Copilot does this within the existing Microsoft security model. It does not 
grant users access to information they could not already see themselves. Access controls, 
sensitivity labels, and data loss prevention policies still apply, and Copilot only works with 
content the user has permission to access. 

For IT leaders, this grounding in permissions is both reassuring and significant. It means 
Copilot inherits existing strengths and weaknesses in data governance. Well-structured, well-
secured environments tend to get better results. Poorly governed environments can surface 
challenges more quickly. 

Why Copilot outcomes vary so widely between 
organisations 
One of the most common misconceptions about M365 Copilot is that value is immediate 
and uniform. In reality, organisations experience very different outcomes. 

This variation is rarely down to the AI itself. Instead, it reflects 
differences in: 

• Information architecture 
• Data quality 
• Permissions hygiene 
• User behaviour 
• Change management and training 

In organisations where documents are consistently tagged, shared appropriately, and stored in 
logical locations, Copilot can surface and connect information effectively. Where data sprawl, 
excessive access, or inconsistent practices exist, Copilot can feel imprecise and overwhelming.  

For this reason, M365 Copilot should not be seen as a shortcut around information 
management. It tends to amplify whatever environment it is introduced into. 

Licensing and commercial considerations 
Microsoft 365 Copilot is not included by default in most Microsoft 365 enterprise licences. It 
is typically licensed as a premium add-on on top of a qualifying Microsoft 365 plan. 

This pricing reflects Microsoft’s positioning of Copilot as a strategic productivity capability 
rather than a baseline feature. It also means adoption decisions are rarely trivial. Most 
organisations need to consider: 

• Which user groups will benefit most 
• Whether phased deployment makes sense 
• How to justify value at scale 
• What governance and training needs to be in place first 
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Pricing varies by agreement type, region, and commercial programme, and it may change 
over time. For that reason, organisations should treat list prices as directional and confirm 
current rates via Microsoft or their licensing partner. 

More recently, Microsoft has introduced Microsoft 365 E7 (Frontier), a new high-end bundle 
that includes Copilot alongside enhanced identity, security, and AI governance capabilities. 
While UK pricing has not been formally announced at the time of writing, the introduction of 
E7 signals Microsoft’s longer-term direction. Advanced AI features are increasingly being 
packaged together with advanced controls, rather than offered in isolation. This is an 
important shift for IT leaders: productivity, security, and governance are not separate 
conversations in Microsoft’s roadmap; they are converging into a single strategic decision. 

Preparing for Copilot, not just deploying it 
Because Microsoft 365 Copilot works so deeply with organisational content, successful 
adoption depends on more than just assigning licences. 

Key preparation areas often include: 
• Reviewing and tightening permissions 
• Improving information architecture and naming conventions 
• Establishing usage guidance and acceptable use policies 
• Training users on effective prompting and responsible use 
• Helping leaders understand what Copilot can – and cannot – do 

Without this groundwork, organisations risk either underutilising Copilot or encountering 
avoidable governance challenges. With the right preparation, M365 Copilot can become a 
powerful accelerator for productivity and collaboration. 

M365 Copilot sits at the centre of the landscape 
Despite the growing number of Copilot-branded tools, Microsoft 365 Copilot remains the 
foundation for most organisations. 

It is the experience most users will interact with first, the one that touches the widest range 
of roles, and the capability that brings AI directly into the everyday flow of work. Other 
Copilot offerings build on similar concepts but often apply them to more specialised 
domains. 

Understanding M365 Copilot clearly is essential before exploring more advanced or 
autonomous AI capabilities. It sets expectations, surfaces governance requirements, and 
provides a practical reference point for how AI behaves inside the Microsoft estate. 
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Copilot Chat: free AI chat for work 
For many organisations, Copilot Chat is where the Copilot journey begins, often 
unintentionally. 

Copilot Chat is available to users who sign in with a work or school account and have a 
qualifying Microsoft 365 business subscription. In many environments, this means users can 
access an enterprise-protected Copilot chat experience without being assigned the Microsoft 
365 Copilot add-on licence. 

At a glance, Copilot Chat looks and behaves much like other conversational AI tools. Users 
type prompts into a chat interface and receive responses in natural language. However, how 
Copilot Chat fits into Microsoft’s broader Copilot portfolio – and how it differs from licensed 
Copilot experiences – is not always immediately clear. 

Understanding Copilot Chat accurately matters, because it often shapes early perceptions of 
what “Copilot” is and what it can do. 

What Copilot Chat is designed to do 
Copilot Chat is best understood as an enterprise-ready AI chat capability. 

It provides conversational AI within Microsoft’s ecosystem, enabling users to: 

• Ask general questions 
• Draft or rework text 
• Explore ideas or concepts 
• Summarise information they provide 
• Support everyday productivity tasks 

From a user perspective, this experience can feel very similar to consumer AI tools. The 
distinction lies not in the interface, but in how the service is governed. 

Copilot Chat is designed to meet Microsoft’s enterprise standards for privacy, security, and 
data handling. Prompts and outputs are not used to train public models, and the experience 
aligns with Microsoft’s business-grade commitments around compliance and data 
protection. 

For organisations that have taken a cautious approach to consumer AI services, Copilot Chat 
offers a way to introduce conversational AI within established boundaries. 

The limits of the free Copilot Chat experience 
While Copilot Chat is capable, it’s intentionally constrained when used without a Microsoft 
365 Copilot licence. Without this add-on licence, Copilot Chat is primarily web-grounded and 
can reason over content explicitly provided by the user, for example, files uploaded or 
referenced in the chat session. It does not, however, provide the same breadth of work-data 
reasoning across a user’s emails, meetings, chats, and files that comes with the full Microsoft 
365 Copilot experience. 
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In short, without the add-on, Copilot Chat: 
• Does not automatically access organisational emails, files, or Teams conversations 
• Relies primarily on public web knowledge and content explicitly provided by            

the user 
• Operates as a work safe chatbot rather than a workplace-aware assistant 

This distinction is subtle, but important. Without deeper work-data grounding, Copilot Chat 
can support writing and thinking tasks, but it does not behave like a fully workplace-aware 
assistant. 

As a result, users may encounter the boundaries of what Copilot Chat can do and begin to 
question what additional capability exists beyond the free experience. 

How Copilot Chat changes with a Microsoft 365 Copilot 
licence 
When a Microsoft 365 Copilot licence is applied, Copilot Chat becomes significantly more 
capable. 

With licensing in place, Copilot Chat gains the ability to: 
• Access organisational data within the user’s permission set 
• Reason across emails, files, meetings, and chats 
• Perform more complex, multi-step tasks 
• Invoke advanced Copilot features and agents 

At this point, Copilot Chat doesn’t operate solely on isolated prompts. Instead, it’s more of a 
conversational entry point into the broader Microsoft 365 Copilot experience. 

For example, a licensed user may use Copilot Chat to: 
• Summarise themes across recent project communications 
• Identify actions from meetings held over a given period 
• Pull together insights from multiple internal documents 

While the chat interface itself remains familiar, the scope and depth of Copilot’s reasoning 
changes considerably. 

Why Copilot Chat is widely available 
Microsoft’s decision to make Copilot Chat available without additional licensing reflects its 
intent to broaden access to AI-assisted work. 

By lowering the entry barrier, organisations can enable users to experiment with 
conversational AI and develop familiarity with the Copilot experience, before considering 
deeper integration with organisational data through paid licensing. 
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For IT leaders, this means Copilot Chat can be enabled with relatively low risk, provided there 
is clear understanding of its boundaries and how it differs from fully licensed Copilot 
capabilities. 

Copilot Chat’s role within the Copilot portfolio 
Copilot Chat plays a specific role within Microsoft’s Copilot landscape, being: 

• Broadly accessible 
• Low risk by design 
• Focused on general productivity and ideation 

Remember, Copilot Chat is not intended to replace Microsoft 365 Copilot, nor does it 
provide the same depth of integration or work-data reasoning. Instead, it offers a lightweight 
entry point that sits alongside more advanced Copilot capabilities, a kind of “Copilot 
baseline”. 

Understanding this distinction helps organisations position Copilot Chat appropriately – as 
an introduction to AI-assisted work, rather than a substitute for deeper Copilot deployment. 

Copilot Chat vs Microsoft 365 Copilot: what’s the difference? 
The distinction between Copilot Chat and Microsoft 365 Copilot becomes clearer when 
viewed side by side. 

Capability Copilot Chat (free) Microsoft 365 Copilot 

Availability Available for work/school users with 
a qualifying Microsoft 365 
subscription  

Paid add-on licence (or included in some 
premium bundles)  

Primary role General AI chat and ideation Productivity inside M365 apps 

Access to organisational 
data 

Limited (web-grounded; can use files 
the user uploads or references)  

Yes (permission-based) 

Integration with Word, 
Excel, Outlook, Teams 

Available in Copilot surfaces; in-app 
experiences may vary by tenant and 
policy  

Deep, native integration 

Ability to summarise 
emails and meetings 

Limited (only if the content is 
explicitly provided)  

Yes 

Multi-step workplace 
reasoning 

Limited  Yes 

Governance and 
compliance alignment 

Enterprise grade  Enterprise grade (with broader admin 
control over work-data integration)  

Copilot Chat introduces AI safely and accessibly, while Microsoft 365 Copilot delivers deeper, 
data-grounded capability when organisations are ready. 
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Copilot Cowork: moving AI from assistant to 
delegated co-worker 

Up to this point, most Copilot experiences are reactive (in other words, a user asks a question 
and Copilot responds). The interaction is conversational, helpful, and bounded by a single 
prompt at a time. Copilot Cowork marks a clear shift away from that model, however.  

Copilot Cowork marks a shift away from that model. Microsoft has positioned Cowork as part 
of its “Frontier” direction: moving from AI as a responsive assistant toward AI that can 
support longer-running, multi-step work toward an outcome. 

Rather than helping with isolated tasks, Cowork is designed to take on a delegated objective, 
working across multiple applications and checking in with users as work progresses. 

What Microsoft means by “Cowork” 
Copilot Cowork is not a separate app. It is positioned as a capability layer within the 
Microsoft 365 Copilot ecosystem that enables more agent-like behaviour. 

Instead of responding to a single instruction, Cowork can: 
• Break a complex request into multiple steps 
• Plan how that work should be completed 
• Execute actions across Word, Excel, PowerPoint, Outlook, and Teams 
• Pause for human input or approval at defined points 
• Report progress and outcomes back to the user 

For example, rather than asking Copilot to summarise a document, a user might ask Cowork 
to prepare a briefing pack. Cowork could then gather relevant material, draft content, and 
assemble a pack for review. 

The work still happens inside familiar Microsoft tools, but the nature of the interaction 
changes. The user doesn’t need to guide every step, rather, they are delegating intent. 

Moving from prompts to outcomes 
This shift from prompts to outcomes is what makes Cowork fundamentally different from 
earlier Copilot experiences. 

With traditional chat-based AI, success depends on how well a user frames a prompt. 
Cowork reduces that reliance by introducing planning and reasoning into the process. It 
determines what information it needs, where to find it, and when to involve a human. 

To enable this, Cowork uses more advanced reasoning models designed for longer, sustained 
workflows, combined with Microsoft’s Work IQ context. This allows it to maintain awareness 
of: 

• Ongoing projects 
• Recent activity 
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• Schedules and deadlines 
• Organisational context 

From a user perspective, this can feel like working with a highly capable assistant who 
understands what needs to be done, rather than someone who needs detailed instruction at 
every step. 

Staying in control as autonomy increases 
One of the natural concerns with more autonomous AI is control. Microsoft has been 
deliberate in positioning Cowork as an assistant that escalates, not overrides. 

Copilot Cowork: 
• Surfaces decisions rather than silently making them 
• Requests confirmation before taking impactful actions 
• Operates within existing audit and compliance boundaries 
• Provides visibility into what it has done and why 

This design reflects a broader principle in Microsoft’s enterprise AI approach: automation 
should accelerate work without removing accountability. Users remain responsible for 
outcomes, and AI activity is observable and traceable. 

For IT and risk leaders, this is a critical distinction. Cowork does not bypass governance 
structures, it increases the importance of having them clearly defined. 

Governance implications for organisations 
As Copilot becomes more autonomous, the questions facing organisations change. 

Instead of asking “Can this AI summarise documents?” 
organisations begin to ask: 

“What decisions can this AI influence?” 

“Who approves its actions?” 

“How do we monitor behaviour at scale?” 

Because it operates across multiple applications and contexts, Cowork amplifies the impact 
of existing data access and policy decisions. If permissions are overly broad, Cowork may 
surface or act on information more widely than intended. If data is poorly structured, the 
quality of its outputs may suffer. 

This does not mean organisations should avoid Cowork, but it does mean preparation 
becomes more important. Clarity around roles, responsibilities, and acceptable use is 
essential before adopting more autonomous AI capabilities. 
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Availability and licensing 
Copilot Cowork is associated with Microsoft’s “Frontier” direction and may be offered 
through preview or limited-availability programmes before broader release. 

Organisations should expect that more autonomous capabilities will be paired with stronger 
governance controls, and that availability may vary by tenant, region, and licensing route. 

For most organisations, Cowork represents an emerging capability rather than something to 
deploy immediately. However, understanding its direction is valuable now, particularly for 
leaders responsible for AI strategy and governance. 

Why Copilot Cowork matters 

Copilot Cowork is a signal of where enterprise AI is heading. 
It moves beyond helping users work faster, toward helping them work differently. Tasks that 
previously required sustained focus across multiple tools can now be delegated, reviewed, 
and refined with human oversight. At the same time, Cowork reinforces a key theme 
emerging across the Copilot landscape: as AI becomes more capable, governance isn’t 
optional. Trust, control, and visibility become central to successful adoption. 

Understanding Cowork helps organisations prepare for that shift, even if they are not ready 
to adopt it today. 
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Agent 365: managing AI agents at enterprise 
scale 
As Copilot capabilities evolve beyond simple assistance and move towards more 
autonomous, agent-driven behaviour, a new set of challenges emerges for IT leaders. 
Questions around visibility, control, accountability, and risk quickly become more pressing 
once AI can act across systems, data, and workflows. 

Microsoft’s answer to this challenge is Agent 365. 

Agent 365 is not another Copilot designed for end users, it’s a governance and management 
layer, created to help organisations operate Copilot and AI agents safely and responsibly at 
enterprise scale. Its role is to give IT and security teams confidence that, as AI becomes more 
capable, it also remains visible, auditable, and controllable. 

Why Agent 365 exists 
Early Copilot experiences focus primarily on productivity and support. As capabilities like 
Copilot Cowork introduce longer-running, multistep activity, AI begins to take on a more 
active role in how work gets done. At that point, AI is influencing outcomes rather than just 
answering questions.  

Agent 365 reflects Microsoft’s recognition that this shift requires a different approach. When 
AI agents can access organisational data, trigger workflows, and support decisions, they 
need to be governed in much the same way as users, applications, or services. 

Rather than expecting organisations to bolt on governance after the fact, Agent 365 is 
designed to make oversight part of the operating model from the outset. 

What Agent 365 does 
Microsoft positions Agent 365 as a central control plane for Copilot and AI agents across the 
organisation. It provides IT and security teams with a single place to observe, manage, and 
govern agent behaviour. 

In practical terms, Agent 365 enables organisations to: 
• Control which AI agents and Copilot capabilities are enabled 
• Define who can access or create agents 
• Monitor usage and activity across teams and use cases 
• Apply security, compliance, and data protection policies to AI-driven actions 
• Maintain visibility over agent lifecycle, ownership, and approval 

Rather than introducing an entirely new governance model, Agent 365 extends familiar 
Microsoft controls into the AI layer. It integrates with existing services such as Entra, 
Defender, Purview, and Intune, allowing organisations to apply consistent identity, security, 
and compliance policies to agents in the same way they do to users and applications. 
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Agent 365 and responsible AI 
Agent 365 also plays an important role in Microsoft’s Responsible AI approach. As AI 
becomes more autonomous, organisations need to understand not just what an agent is 
doing, but why it is doing it, and whether that activity aligns with organisational 
expectations. By providing monitoring, auditability, and policy enforcement, Agent 365 helps 
ensure that AI activity remains transparent and explainable. 

This visibility is particularly important in regulated environments, where organisations must 
demonstrate control over how data is accessed and processed. Agent 365 allows AI agents 
to be treated as first-class entities within governance and risk frameworks, rather than 
unmanaged tools operating at the edges of the estate. 

Operating AI at scale 
One of the key shifts Agent 365 represents is a move from experimentation to operation. 
Many organisations are already identifying productivity gains from Copilot and AI-assisted 
workflows. However, scaling those gains requires confidence not only in the technology, but 
in the organisation’s ability to manage it day-to-day. 

Agent 365 supports this transition by helping organisations move from isolated use cases to 
a more repeatable, governed approach. It creates the conditions in which AI can be adopted 
consistently across teams, rather than through fragmented or ad-hoc deployment. 

Why Agent 365 matters to IT leaders 

For IT leaders, Agent 365 is less about feature enablement and more 
about control and confidence. 

It provides a way to: 
• Maintain oversight as AI adoption grows 
• Reduce the risk associated with unmanaged or “shadow” AI agents 
• Align AI use with existing security and compliance standards 
• Support innovation without sacrificing governance 

As Copilot and AI agents become a more routine part of organisational workflows, Agent 365 
becomes a foundational capability. It ensures that autonomy does not come at the expense 
of trust, and that AI remains something the organisation can run, not just experiment with. 

 

 

 

 

 



16 

The wider Copilot ecosystem 
By this point, it should be clear that Microsoft 365 Copilot is not the only Copilot in play, nor 
was it where the Copilot story began. Several Copilot tools are designed for specialist use 
cases and sit largely outside the day-to-day experience of most information workers. 

For IT leaders, the wider Copilot ecosystem can either bring helpful clarity or add 
unnecessary complexity, depending on how it is approached. What matters is recognising 
that different Copilot capabilities are designed for different purposes, draw on different data, 
and come with different governance considerations. 

GitHub Copilot – where the Copilot journey started 

GitHub Copilot was one of Microsoft’s earliest Copilot-branded tools 
and remains one of the most mature. 
Designed specifically for software developers, GitHub Copilot operates within development 
environments such as Visual Studio Code, suggesting code, completing functions, and 
assisting with problem solving as developers write software. Its focus is narrow by design – 
productivity within the software development lifecycle. 

GitHub Copilot is licensed separately through GitHub and does not require Microsoft 365 
Copilot. It also operates on different data and risk assumptions, which is why many 
organisations adopted it well before considering Copilot for general knowledge workers. 

For IT leaders, GitHub Copilot is a useful reminder that “Copilot” is not a single category. In 
some cases, the brand represents a deep, specialised tool rather than a broad workplace 
assistant. 

Microsoft Security Copilot – AI for security operations 

Security Copilot serves a very different audience. 
Rather than supporting everyday productivity, it is designed for security teams working in 
Security Operations Centres (SOCs). Its role is to help analysts understand, triage, and 
respond to security alerts more efficiently by summarising incidents, correlating signals, and 
accelerating investigations. 

Security Copilot integrates with Microsoft’s security stack, including Defender, Sentinel, and 
Entra. It works with highly sensitive data and outputs insight that supports incident response 
and threat analysis, not general business activity. 

Importantly, Security Copilot is governed and licensed differently from Microsoft 365 Copilot. 
Microsoft has announced inclusion for Microsoft 365 E5 customers through an entitlement 
model that is capacity-based and typically introduced via phased rollout. In practice, this 
means access may be enabled automatically for eligible tenants, with included usage 
capacity scaling with the number of licensed users, and additional capacity potentially 
required for heavier usage. 
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Sales Copilot – AI inside revenue workflows 

Sales Copilot brings Copilot functionality into customer relationship 
management (CRM) workflows. 
It is designed to help sales teams prepare for calls, summarise customer interactions, draft 
follow-up emails, and surface insights from data stored in platforms such as Dynamics 365 
and Salesforce. Like Security Copilot, its scope is intentional and role-specific. 

Sales Copilot is an example of Microsoft applying the Copilot concept to a defined business 
function, rather than rolling out a universal assistant. For organisations with complex sales 
operations, it can offer targeted value without requiring enterprise-wide deployment. 

Copilot in the Power Platform 

Copilot capabilities are also embedded across the Power Platform, 
including Power Apps, Power Automate, and Power BI. 
Here, Copilot supports low-code development, automation, and data analysis. Users can 
describe what they want to build or analyse in natural language, and Copilot helps translate 
that intent into apps, flows, or insights. 

These capabilities often exist within existing licences, which means organisations may already 
have access to Copilot functionality in these tools without explicitly planning for it. This 
further reinforces the need for clear organisational understanding of where AI is already in 
use. 

Consumer Copilot experiences and organisational 
boundaries 

Not all Copilot experiences are enterprise Copilots. 
Windows Copilot and other consumer-focused Copilot tools rely heavily on web data and 
personal Microsoft accounts. They sit outside organisational governance and security 
controls, even when used on corporate devices. 

For IT leaders, this distinction matters. Consumer Copilot experiences should not be assumed 
to offer the same privacy, auditability, or data protection guarantees as enterprise Copilot 
tools. Clear guidance helps avoid accidental blurring of personal and organisational use. 

Understanding the ecosystem  
Taken together, these different Copilot experiences illustrate an important point: Microsoft is 
using the Copilot brand to describe how AI shows up, not where it shows up. 

Some Copilots are embedded in core productivity tools. Others support specialised teams or 
workflows. Some require significant governance and oversight; others are relatively self-
contained. 
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Without clarity, organisations risk assuming Copilot is either “everywhere already” or “one 
decision to make.” In reality, it’s neither. 

Understanding the wider ecosystem allows IT leaders to: 
• Distinguish between strategic and tactical adoption 
• Recognise where AI is already in use 
• Apply governance proportionately 
• Avoid over- or under-estimating risk 

Comparing the Copilot offerings  
By this point in the guide, you’ve seen that “Copilot” is not a single tool, but a growing set of 
capabilities that support different users, tasks, and levels of autonomy. 

The below comparison isn’t about choosing one over another, but about understanding how 
they differ, where they overlap, and what each one is designed to do. 

Copilot 
offering 

Primary 
audience 

Core purpose Access to 
organisational 
data 

Level of 
autonomy 

Governance 
impact 

Copilot 
Chat (free) 

All Microsoft 
365 users 

General AI 
chat, ideation, 
drafting 

No automatic 
access 

Low Low 

Microsoft 
365 
Copilot 

Knowledge 
workers 

Day-to-day 
productivity 
inside M365 
apps 

Yes (permission-
based) 

Low to 
medium 

Medium 

Copilot 
Cowork 

Knowledge 
workers 

Multi-step task 
execution and 
delegation 

Yes (cross-app 
context) 

High High 

Agent 365 IT and 
security 
leaders 

Oversight, 
control, and 
governance of 
AI agents 

N/A 
(management 
layer) 

N/A Very high 

Security 
Copilot 

Security 
operations 
teams 

Threat analysis 
and incident 
response 

Yes (security 
telemetry) 

Medium High 

GitHub 
Copilot 

Developers Code creation 
and assistance 

Code 
repositories 

Medium Medium 

The key difference between these tools is not branding, but intent: who they serve, what 
problems they solve, and how much oversight they require. 
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Conclusion: navigating Copilot with clarity 
and intent 
Microsoft’s Copilot landscape can feel overwhelming at first glance. New capabilities appear 
frequently, familiar tools are rebranded, and the same word – “Copilot” – is used to describe 
experiences that range from simple chat interfaces to autonomous, agent-driven workflows. 

Yet beneath the noise, a clearer picture emerges. 

Copilot is not a single decision to make, nor a race to adopt everything at once. It’s a family 
of capabilities that sit at different points on the spectrum of productivity, autonomy, and 
governance. Understanding where each one fits is the foundation for making confident, 
deliberate choices. 

Much of the confusion around Copilot comes from treating it as a product rather than a 
platform direction. 

Microsoft is embedding AI across its estate in ways that mirror how people already work. 
Some Copilot tools enhance individual productivity. Others support specialised roles. Newer 
capabilities introduce autonomy that can reshape how work is delegated and delivered. 

Once these differences are understood, the Copilot conversation becomes far more 
manageable. Instead of asking “Should we adopt Copilot?”, organisations can ask more 
useful questions: 

“Which capabilities align with our priorities today?” 

“Where does AI offer practical benefit, rather than novelty?” 

“What level of governance is appropriate for our current maturity?” 

These questions lead to better outcomes than broad, rushed adoption. 

The importance of deliberate adoption 
Microsoft 365 Copilot represents a significant shift in how people interact with information. 
Used well, it can reduce friction, improve focus, and unlock real productivity gains. Used 
without preparation, it can surface longstanding data and governance challenges. 

Free experiences like Copilot Chat lower the barrier to entry and help organisations build 
familiarity. More advanced capabilities such as Copilot Cowork introduce powerful new ways 
of working, while also raising important questions about oversight, accountability, and trust. 

None of these developments demand immediate action. But they do reward intentional 
planning. 
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Organisations that approach Copilot thoughtfully – aligning it to business needs, data 
readiness, and user capability – are far better positioned to realise its value without 
unnecessary risk. 

Governance grows with capability 
A clear theme runs through the Copilot ecosystem: as AI becomes more capable, governance 
becomes more important. 

Early Copilot experiences focus on assistance. Later ones focus on execution. Tools like Agent 
365 reflect Microsoft’s recognition that AI at scale must be observable, manageable, and 
auditable. 

This does not mean organisations need to solve everything upfront. It does mean that 
governance should evolve alongside capability. Understanding where autonomy increases, 
where decisions shift, and where oversight is required is essential for sustainable adoption. 

Ultimately, Copilot is a means to an end. 

It is there to help people work more effectively with the information they already have, to 
reduce administrative burden, and to support better decision making. It does not replace 
human judgement, organisational responsibility, or the need for clear leadership. 

For IT leaders, success lies in cutting through the branding, understanding the differences, 
and choosing deliberately. Copilot is not about doing more for the sake of it, but about 
enabling work that is focused, secure, and aligned to organisational goals. 

If you’re navigating Copilot decisions in your own organisation, the most important next step 
is pausing to reflect on where clarity already exists and where it’s still needed. At Littlefish 
Group, we’re here to help organisations make sense of that journey. 
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